
ENTERPRISE S200

SECURE, MANAGED FLASH DRIVES FOR DEMANDING 
ENTERPRISE USE
The Imation Enterprise S200 solution powered by IronKey combines AES 256-bit 
hardware-encrypted USB flash drives with Imation Enterprise Management Services. 
It allows you to remotely administer policies across thousands of devices—even 
for remote users—over the Internet. Embedded strong authentication capabilities 
enable organizations to use Imation drives as a trusted platform for secure remote 
access and virtual desktops. 

REMOTE ADMINISTRATION AND POLICY ENFORCEMENT 
OVER THE INTERNET
The Imation Enterprise Remote Management Service allows you to easily  
manage thousands of Imation Enterprise devices and enforce device-specific 
policies, including password strength, password retry limits and onboard  
portable applications.

REMOTELY DISABLE OR TERMINATE LOST AND STOLEN USB 
DRIVES 
A key component of the Imation Enterprise Remote Management Service is 
the Silver Bullet Service, which provides powerful options to prevent access to 
rogue devices—whether lost, stolen or in the possession of a user who has been 
terminated or deemed an insider threat. Options include: 

• Deny—Prohibits accessing the data on a device until it can verify status.
• Disable—Locks out the user completely the next time the device connects.
• Destroy—Instructs the Imation drive to initiate its self-destruct sequences. 

BENEFITS
All stored data is protected with military-
grade AES 256-bit hardware encryption

No software or drivers to install

Easy to deploy and use

Customizable to your enterprise policies 

Remotely managed

Integrates encrypted storage and  
RSA SecurID®

A secure platform for portable 
applications

TECHNICAL SPECS
CAPACITIES 
1GB, 2GB, 4GB, 8GB or 16GB

SPEED 
Up to 27mb per second read
Up to 24mb per second write

DIMENSIONS
75mm X 19mm X 9mm

WEIGHT
.9 oz (25 grams)

WATERPROOF 
MIL-STD-810F

TEMPERATURE
Operating: 0°C, +70°C
Storage: –40°C, +85°C

OPERATING SHOCK
16G RMS

HARDWARE
USB 2.0 high speed

CROSS PLATFORM
Windows XP SP2+, Vista,  
Macintosh® OS X 10.4+, Linux 2.6+ 

HARDWARE ENCRYPTION
Data: AES Cipher-Block Chained mode
Encryption Keys: 256-bit Hardware 
PKI: 2048-bit RSA
Hashing: 256-bit SHA
FIPS Validations: 140-2 Level 3*

SECTION 508 COMPLIANT 

WARRANTY 
1 year limited

*FIPS 140-2 Level 3 Validated Cryptographic Processor Certification #1479
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WHICH IMATION DEVICE IS RIGHT FOR YOU?
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DESCRIPTION UPC

1GB Enterprise S200
2GB Enterprise S200 
4GB Enterprise S200
8GB Enterprise S200
16GB Enterprise S200 

845958000449 
845958000456
845958000463
845958000470
845958000487

FEATURES
Rugged Metal Casing
Waterproof and Tamper-Resistant

STRONG AUTHENTICATION  
RSA SecurID®, VeriSign® Identity Protection, 
CRYPTOCard and Digital Certificates

AES 256-BIT HARDWARE ENCRYPTION 
FIPS Validated 140-2 Level 3*

Ultrafast Memory 
Dual-channel SLC Flash

Portable Applications 
Secure Browser, Encrypted Backup
and Identity Manager

 FEATURES ENTERPRISE PERSONAL BASIC

Remote Terminate for Lost or Stolen Drives X

Access Control and Revocation X

User Activity and Event Tracking X

Device Recovery and Recommissioning X

Managed Remotely over the Internet X

Enforceable Security Policies X

Automatic Antivirus Scanning X

RSA SecurID® , CRYPTOCard, One-time Password X

Web Privacy and Identity Protection** X X

Built-in Malware Protection X X X

Automatic Hardware Encryption of All Data X X X

Dual Channel, High Performance Architecture X X X

Ruggedized, Tamper-Resistant & Waterproof X X X

EASILY INTEGRATES WITH EXISTING IT INFRASTRUCTURE
The Imation Enterprise solution has been designed to work seamlessly with many 
of the industry’s leading IT systems and endpoint security software products. 
Imation Enterprise S200 devices support PKI-based digital identites and One-
Time Passwords. This enables Imation drives to work as two-factor tokens for 
strong authentication for enterprise applications

POLICY AND LIFECYCLE MANAGEMENT
Imation administrators use an intuitive, secure online interface to apply 
security policies to their organization’s Imation Enterprise S200 flash drives. 
Administrators can efficiently manage the complete deployment and 
maintenance lifecycle, including provisioning, support, and updates.

SELF-SERVICE PASSWORD RECOVERY 
Imation offers optional, self-service online password recovery that employs 
advanced mutual authentication to verify employee identity.

ADMINISTRATOR DEVICE 
UNLOCK AND RESET
The Imation Enterprise solution uses 
Public Key authentication to allow 
authorized administrators to access data 
on employee devices without back-door 
passwords, in the event the original user 
is no longer available. Administrator 
privileges can be remotely revoked.

PORTABLE SECURITY 
SOFTWARE
You can optionally deploy Imation 
Enterprise devices with a suite of 
applications and services, including 
a secure portable version of Mozilla 
Firefox, Imation Password Manager, and 
the Imation Secure Sessions service. 
Policy settings allow Imation system 
admins to turn these applications on or 
off as desired.

USB 2.0

 *FIPS 140-2 Level 3 Validated Cryptographic Processor Certification #1479
**Secure Browser, Built-in Identity Manager, and VeriSign® Identity Protection (VIP)
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