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Product specifications

®  Universal : compatible with virtually
all existing IPsec compliant Gateways

®m Strong Cryptography: DH Group1-14,
3DES, AES, SHA2, ...

m  Certificate Management : X.509,
PKCS#12, PEM, CSP, PKCS#11

®m Strong User Authentication : X-Auth,
Certificates, PSK, Smartcards, Tokens

B Simultaneous VPN Tunnels to
different Gateways

®  Automatic modes : traffic detection,
USB, Smartcard, Token ...

= One click RDP connection

® Redundant Gateway, DPD, etc
®m  Config Mode (auto, manual)

®  Windows XP, Windows 7

8 Common Criteria EAL3+,
« Qualification Niveau Standard »,
NATO restricted, EU restricted.

TheGreenBow

28 rue de Caumartin
75009 Paris — France
www.thegreenbow.com

sales@thegreenbow.com
T:+33.1.43.12.39.37

Trusted Communication

The CC EAL 3+ Certification of TheGreenBow VPN client testifies the
reliability and cryptographic strength of TheGreenBow Software
solutions. The Certification process not only guarantees the security
level of the certified product, but also the quality of the procedures,
documentation and support deployed by TheGreenBow.

The Certification level achieved for TheGreenBow VPN client
qualifies the product for the communication of “classified
information” to be used by Government agencies and essential
operators.

The EAL 3+ certified VPN client: A unique solution

TheGreenBow™ VPN client is the first VPN client worldwide to
achieve the Common Criteria EAL 3+ Certification and to receive the
NATO restricted and EU restricted agreements.

This certification validates that TheGreenBow™ VPN client meets the
very restrictive security standards required for use with Government
agencies and strategic national operators (OIVs).

EAL3+ certified end-to-end communication

With TheGreenBow™ Certified VPN client, customers operating high-
security infrastructures are enabled to establish trusted end-to-end
communication channels. It is particularly suited for secure commu-
nications with personal workstations. It's the solution for protecting
the transmission of confidential data of strategic operators and
critical infrastructures in finance, administration or defense.

Universal IPsec VPN Client

TheGreenBow™ certified VPN client is compatible with Windows XP
and Windows 7. It is also compatible with virtually all IPsec
Gateways and supports all common Smartcards and Tokens and
integrates easily with any PKI.

Integration with IT Infrastructures

TheGreenBow™ certified VPN client easily integrates with existing
infrastructures due to its advanced deployment options, its seamless
PKI integration (automatic detection of Tokens and certificates), and
a large number of configuration — and command line options.

Scalability

TheGreenBow™ VPN client was designed to be scalable and to adapt
to various environments, regardless of the size of your project.

THEGRSENBOW
VPN J3))CLIENT @ @

EU RESTRICTED




